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Encryption is the process of converting data into a form that cannot be easily understood by unauthorised parties. It involves using algorithms to scramble (encrypt) the data, which can only be unscrambled (decrypted) back into it’s original form by those with the appropriate decryption key. 
Encryption ensures confidentiality and privacy for sensitive information such as personal data, financial transactions, and communications and it plays a vital role in modern cybersecurity practices.
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Encryption is utilised in various security contexts and for a range of purposes. Some common uses of encryption are for:
· Data Security of e.g. personal information, financial records in files, folders, or documents
· Communication Security e.g. email, instant messaging
· Password Protection to prevent unauthorised access to accounts
· File and Disk Encryption to prevent unauthorised access to stored data e.g. portable storage devices (USB) or the cloud
· Authentication to verify identities in online transactions
· Data backup to ensure security and prevent unauthorised access
· Internet of Things (IoT) Security e.g. smart devices and TVs, voice assistant devices
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Encryption of data in transit refers to the process of encrypting information as it travels between two or more points over a network, so that it remains secure as it is being transmitted.  It is essential for protecting sensitive information from interception whether it is sent over the internet, local area networks (LANs) or wireless networks.
Encryption of data at rest refers to the process of encrypting stored data on a physical or digital storage device such as hard drives, USB drives, or cloud storage. This ensures that even if the storage device is lost, stolen, or access by unauthorised parties, the data remains protected and unreadable.
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Modern web browsers include built-in security features to protect users from malicious online threats. Never ignore any warnings or security alerts from your web browser.
HTTPS (hypertext transfer protocol secure) encrypts the communication between your web browser and the websites you visit or log into.  This prevents eavesdropping and tampering by third parties. You may notice the ‘padlock’ in the address bar.
VPN (Virtual Private Network) encrypts your internet traffic and routes it through a secure server which hides your IP address and protects your online activities from interception.
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Encrypting email communications ensures the confidentiality and integrity of email messages by preventing unauthorised access to their contents during transmission and storage.
End-to-end encryption ensures that only the sender and intended recipient can read the contents of an email.
Some email service providers offer built-in encryption features or support for encryption protocols but be aware that this may not protect emails once they reach the recipients mailbox.
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A password manager (or a web browser) can store all your passwords securely, so you don’t have to worry about remembering them. This allows you to use unique, strong passwords for all your important accounts (rather than using the same password for all of them, which you should never do).
Password Managers can:
· Synchronise passwords across devices
· Help spot fake website
· Inform you if you have re-used the same password
· Notify you if your password appears in a data breach
Please refer to the NCSC advice on password managers for more information.
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