[image: EDH-logo]Recognising Insider Threats

[image: ]


 Recognising Insider Threats
 Updated April 2024
Version 3.0





Contents

What is an insider threat?	3
Types of insider threats	3
1.	Malicious Insider	3
2.	Negligent Insider	3
3.	Compromised Insider	3
4.	Third-party Insider	3
Reduce the likelihood of insider threats	4







[bookmark: _Toc165477510]What is an insider threat?

An insider threat refers to a security risk that originates from within an organisation – or school - such as employees and contractors who have access to sensitive information or systems. 
They may misuse that authorised access accidentally, or intentionally, to compromise security.
Insider threats can be difficult to detect because the user (or threat actor) has legitimate access to school systems and data to do their work. 

[bookmark: _Toc165477511]Types of insider threats

1. [bookmark: _Toc165477512]Malicious Insider - an employee or individual with authorised access who intentionally misuse their access privileges to cause harm. 

2. [bookmark: _Toc165477513]Negligent Insider – an employee or individual with authorised access who inadvertently cause security breaches through carelessness e.g. choosing weak passwords, leaving sensitive information unsecured etc.

3. [bookmark: _Toc165477514]Compromised Insider - an employee or individual with authorised access whose credentials have been compromised by phishing, malware, or social engineering.

4. [bookmark: _Toc165477515]Third-party Insider – a contractor, vendor, partner, or ex-employee who have access to an organisation’s systems or data. They pose a risk if their IT access is not properly monitored, secured, or revoked.









[bookmark: _Toc165477516]Reduce the likelihood of insider threats

· Staff training and awareness – educate staff on the importance of strong passwords, phishing, and following school security policy and procedure.
· Staff support and recognition – a positive work environment where staff feel valued and supported encourages reporting of security issues promptly.
· Access Control – implement least privilege policies to restrict access to only the information necessary for their roles. Regularly review, update, and revoke IT user access across your school IT systems. Staff who leave a school should have access to all school IT systems revoked immediately – this is also relevant for temporary members of staff.
· Monitor user activity – this can help to detect suspicious user behaviours and activities.
· Data encryption – encrypt sensitive data to prevent unauthorised access.
· Incident response plan – develop and test a response plan to IT security incidents to quickly detect, respond, and mitigate insider threats.
· Background checks – it is prudent to carry out thorough background checks for employees, contractors, and third-parties before granting them access to sensitive school systems.
· Physical security measures – access controls, surveillance cameras and visitor management systems prevent unauthorised individuals from gaining physical access to sensitive areas.
· Culture of security – understanding the importance of protecting sensitive information helps staff feel empowered to report any suspicious behaviour or security incidents.

Depending on the severity of the insider threat, you may need to take appropriate actions against the perpetrator, such as implementing disciplinary measures, terminating employment, or pursuing legal action.
After addressing the threat, you should assess the school security posture and implement measures to prevent similar incidents in the future. You may need to strengthen controls, improve training and awareness, and update security policy and procedure.
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