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User Credentials 

User credentials are pieces of information used to authenticate and verify the identity of a user accessing a system or service. They typically include a username and password although they can include additional factors such as biometrics (fingerprint, face recognition), security token or smart cards with an embedded chip.
These credentials are essential for securing access to sensitive information and ensuring that only authorised individuals can use a system or service.
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An account is compromised when an authorised party gains access to a user’s account.

Signs of this may include:

· Unusual activity – unexpected changes in account setting e.g. password, email addresses or contact info.
· Unauthorised access – logins from unfamiliar locations or devices that you haven’t used before.
· Suspicious emails or messages – receiving suspicious email messages or notifications indicating unauthorised access attempts or changes to your account.
· Unexpected purchases or transactions on your account statements.
· Missing or deleted data e.g. files, data, or missing contacts that have been deleted without your knowledge.
· Phishing attempts – receipt of emails or messages attempting to obtain your login credentials or personal info.
· Security warnings – notifications from service providers about suspicious activity or potential security breaches to your account.

If you notice any of these signs, it’s crucial to take immediate action to secure your account. This could be changing your password, enabling Multi-Factor Authentication, or contacting service providers for further assistance.
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Account compromise can occur through various means:

· Phishing – users may have been tricked into giving up their login credentials
· Brute force attacks – where attackers use automated tools to guess user names and passwords until they find the correct combination
· Credential stuffing – attackers may use previously leaked username and password combinations to gain unauthorised access to accounts on different platforms.
· Malware – malicious software may have been installed on user devices to capture keystrokes or steal login credentials that may be saved in browsers.
· Social engineering – attackers manipulate users into revealing login credentials or personal information through manipulation or impersonation.
· Data breaches – attackers gain access to databases through security vulnerabilities or insider threats.
· Weak passwords – Easily guessable passwords make it easier for cyber attackers to gain unauthorised access.
· Insecure WiFi Networks – e.g. public WiFi. Attackers can intercept data transmitted over unsecured WiFi networks to capture login credentials.
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Consider these best practices to enhance the overall security of your IT systems and services:
· Use strong passwords – the NCSC advise you to make your password strong by using three random words which you can make even stronger by using special characters. 
· Implement Multi-Factor Authentication – DfE Cyber Standards state that where practical, schools must enable multi-factor authentication. This should always include cloud services for non-teaching staff. All staff are strongly encouraged to use multi-factor authentication.
· Encrypt user data to secure sensitive credentials and information at rest and in transit.
· Regularly update systems – Keep software, operating systems and security protocols up to date to protect against emerging threats.
· Educate users – train staff on how to recognise attempts and the importance of safeguarding their user credentials and how to report suspicious activity. DfE Cyber Standards suggest annual cyber security training for all staff with access to IT networks and systems.
· Monitor for suspicious activity – DfE cyber standards suggest regularly checking monitoring logs from filtering providers as they can be useful in detecting suspicious activity.
· Limit access – only providing access to necessary information and functions based on user roles and responsibilities. 
· Regular security audits – assessments of systems and practices help identify and address potential security weaknesses.
· Regularly check if your email accounts have been compromised via a data breach and whether your passwords for those accounts have been exposed by visiting Have I Been Pwned: Check if your email has been compromised in a data breach. Changing your password is the most important thing to do if your account has been pwned. If you have reused your password on other accounts, you should change passwords for those accounts as well. Use strong passwords. The NCSC has some useful advice on choosing a password using three random words. Make sure your domestic and work passwords are different.
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You can visit the NCSC website for a step-by-step guide on how to recover a hacked account.
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